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Introduction 
Cybercriminals have relied on phishing to steal credentials and personal information since the early days 
of online fraud and identity theft. But modern phishing is far more sophisticated than it used to be. The 
attacks themselves so closely mirror the legitimate emails that even savvy Internet users fall victim. 
Fraudsters are supported by a thriving cybercrime ecosystem of tools and services, enabling them to 
launch phishing attacks with ease and impunity.  
 
According to the Anti-Phishing Working Group1, 
phishing attacks grew 20 percent in the third quarter 
of 2013. While not as sophisticated as advanced 
banking Trojans and malware-based attacks, phishing 
continues to be a mainstay of the threat landscape 
due to its effectiveness and low cost. 
The impact of phishing on businesses is substantial. 
In addition to direct losses due to financial fraud, 
targeted institutions bear increased customer 
support, operational and legal expenses. Estimated 
hard costs that result from phishing attacks range 
from $300 to $1,800 per compromised account 
record. There are also soft costs that cannot be easily 
quantified; such as the loss of customer trust and the 
erosion of brand value.   
 
This paper explores modern phishing and introduces 
an aggressive strategy for fighting back and deterring 
attackers. After reviewing this white paper, you will 
understand: 

• How today’s cybercriminals stage, launch, 
and monetize phishing attacks 

• Why common responses to phishing are 
ineffective at stopping attacks 

• How to prevent repeat attacks, minimize 
attacker ROI, and deter future attacks 

 
Using this white paper, institutions can identify high-
value gaps between their own anti-phishing efforts 
and best practices that provide greater protection 
against online fraud.  

  

“The lack of preparedness for thwarting 
phishing/vishing attacks is a concern 
because these incidents typically are an 
entry point for criminals. Once a 
fraudster implants malware through a 
phishing e-mail or talks a banking 
customer (or employee) into 
surrendering an account number, this is 
the start of account takeover, which can 
lead to huge fraud losses – particularly 
for commercial customers. 
 
And while institutions are not getting 
better at being able to prevent these 
incidents, which typically occur outside 
the institutions’ own communications 
channels, the fraudsters are getting 
better at mimicking corporate 
communications. They are also doing so 
cross-channel – through e-mails, 
telephone calls and text messages. So 
institutions must focus on educating 
staff and customers alike about the risks 
of socially-engineered schemes. 
 

2012 Faces of Fraud Survey,  
Information Security Media Group2 
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Inside the Modern Phishing 
Ecosystem 
At its highest level, the phishing process consists of staging 
an attack, launching it, collecting stolen credentials, and 
monetizing them. Today’s phishers use a range of tools to 
carry out phishing attacks. These tools are available for 
free or may be purchased in underground markets. More 
advanced phishers may build their own tools and 
incorporate layers of automation that further reduce the 
effort and costs required from start to finish.  
 

Staging phishing attacks 
To stage a phishing attack, fraudsters need the files to 
make a phish site (HTML, images, style sheets, javascript, 
PHP programs, etc.) and a website where the phish site can 
be hosted. 
 
Phishing kits 
Phishing kits are pre-packaged sets of all the files needed 
to make a phish site. They are typically packaged in a 
compressed archive format such as .zip, .rar, or .tgz. 
Phishing kits are posted for sale, or for free download, on a 
wide range of online cybercrime forums, kit distribution 
sites and IRC channels.  
 
Phishing kits are usually configured to send stolen information to “drop site” email addresses or to save 
the data to a file on the webserver in which the phish site is hosted. To prevent drop sites from being 
easily found, phishing kits may obfuscate the email addresses in the code. In fact, some phish kit authors 
place hidden drop sites in the kits they sell or give away – allowing them to secretly harvest information 
stolen by other fraudsters. 
 
Hosting phishing sites 
Before launching an attack, phishers must find a place to host their phishing site. Phishers have a few 
basic options for this: 

• Hack a vulnerable web server 
• Use a free hosting service 
• Purchase illegitimate hosting services (“Bulletproof” hosting for example) 
• Pay for legitimate hosting services  

 
Most phishing sites are hosted on hacked web servers. There is an abundance of websites using 
vulnerable deployments of popular Content Management Systems like WordPress, Joomla and Drupal. 
These sites are also less likely to be on domains that are blacklisted by safe browsing technologies and 
end point security products.  
 

 Find or create a phishing kit 

 Find a place to host your 
phish 
 Find a vulnerable web site 

and hack it 

 Hack it and establish access 
 Exploit vulnerability and 

install PHP shell 
 Upload phishing site 

 Establish method for sending 
phish lure emails: 
 An emailing program 
 Email address list 
 Phish message 

 Start spamming 

 Collect stolen credentials 

 Use or sell credentials 

PHISHING CHECKLIST 
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Vulnerable websites can be easily found using specialized search queries (also known as “Google dorks”) 
that look for sites with an exploitable weakness. For example, “inurl: wp-content/plugins/VULNERABLE 
PLUGIN” is a basic query that could be used by an attacker to find WordPress sites with a plugin that has 
exploitable vulnerabilities.  
 
Cybercriminals also use bots to scan the Web for vulnerable sites. Scanner bots are frequently used to 
find websites with Remote or Local File Inclusion (RFI/LFI) vulnerabilities, a common flaw found in PHP 
code that allows an attacker to input and execute malicious code. 
 
When a vulnerable website is found, phishers exploit the vulnerability to install a backdoor (often a PHP 
shell). From there, they upload their phishing kit and the phish site is now live. 
 

 
Source: Anti-Phishing Working Group1 

 

Launching phishing attacks 
With the phishing site now active, the cybercriminal needs to trick customers of the targeted institution 
into visiting the site and divulging credentials and other sensitive information. This means setting up an 
emailer (or spamming tool), gathering a list of target emails, and crafting convincing phishing email 
messages. 
 
Phishing email tools 
Before launching the attack campaign, phishers need to establish the capability to send mass email. This 
is typically done via the following methods: 

• Installing a PHP-based emailer program on a hacked webserver 
• Using spam bots 
• Using underground spamming services like SafeSend   

 
Using PHP-based emailer programs is the most common method used by phishers. If they can hack a 
vulnerable webserver and install a backdoor, it is relatively easy to then upload a PHP-based emailer to 
the compromised host. 
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Crafting a phish email 
For a phishing attack to work, the email lure used in the attack (or “phish letter”) needs to trick 
recipients into visiting the phishing site. Phish letters for specific institutions, as well as customizable 
templates, are freely available online. Phishers may also create their own. This includes copying 
legitimate emails sent from the institution and replacing the correct links with links to the phishing site.  
 
Obtaining an email address list 
There are two ways for phishers to gather lists of email addresses to attack. The first method is simply to 
buy or download email address lists online. There are many underground sellers of bulk email lists that 
will rent or sell email addresses for a fee. The other method frequently used is to create your own list by 
harvesting email addresses from the Web. Harvesting email addresses most commonly involves using 
bots to crawl publicly accessible websites and collect email addresses. There are also several other ways 
to gather email addresses, such as downloading contacts from compromised webmail accounts or 
malware that collects contact data from infected PCs. 
 

Collecting Stolen Credentials 
Once the phishing attack is launched, the next action is to collect credentials stolen from the victims. As 
mentioned previously, phishing kits are often set up to send the stolen data to another location. Data 
stolen by phishing sites is typically: 

• Sent to email addresses (most common), 
• Saved into a text file, 
• Sent via HTTP to another website, and/or 
• Saved into a database. 

 
“True Logins”  
Some users may submit bad credentials to phishing sites, either inadvertently or intentionally in an 
attempt to counter phishing attacks. Phishing kits called “True Logins” are designed to evade this by 
preventing the capture of bad logins. When a victim submits credentials to a “True Login” phishing site, 
the site connects to the legitimate online banking site and tests the credentials. Only those that are valid 
are sent to the attacker. 
 

Monetizing the attack 
Once credentials have been stolen, attackers sell the data or loot the accounts themselves using money 
mules. There is a thriving underground market for stolen credentials ranging from thousands of dollars 
to less than five dollars depending on the amount and quality of the stolen data. Online bank account 
credentials are sold for hundreds of dollars (or more) per account3; depending on the balance, features 
of the account (such as ACH or wire transfer features), and data that makes it easier to carry out fraud 
(such as credentials for the email accounts listed for transaction approval). 
 
Phishers that want to use the stolen data themselves most commonly rely on money mules to enable 
the transfer of stolen funds overseas. Money mules are typically job seekers that are recruited online 
into scams that pose as legitimate businesses (and often abuse trusted brands). Fraudsters steal funds 
from victim accounts.  These stolen funds are then sent to hired money mules who then transfer the 
funds back overseas using a wire transfer service.  
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The Anti-Phishing Status Quo 
Phishing attacks have been a constant threat to institutions for over a decade. For most institutions the 
strategy to defend against phishing attacks is straightforward:  

1. Collect reports of possible phishing attacks (from customers, industry clearinghouses, etc.) 
2. Identify phishing campaigns targeting customers 
3. Attempt to shut down phishing sites 
 

Why this does not stop phishing 
While cybercrime has continuously evolved, the status quo approach to countering phishing attacks has 
not. Equipped with streamlined tools and an abundance of vulnerable websites used to stage phishing 
attacks, fraudsters are not deterred when one of their phish sites is taken down. 
 
 

 
 
From an attacker’s perspective, the rationale for continuing phishing attacks is clear: 

• Many credentials can be stolen before the phish site is taken offline 
• Phish sites are cheap and expendable 
• The risk of meaningful consequences is small-to-none 
 

As a result, attacks continue unabated.  
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A Better Anti-Phishing Strategy 
To stop modern phishing attacks, they must be made unprofitable. This means impacting the cybercrime 
ROI calculation so that the potential gains of an attack are not worth the costs to the attacker; simply 
shutting down a phishing site does not cross this threshold. It requires a more comprehensive and 
aggressive strategy that fully mitigates active phishing attacks, minimizes cybercrime gains and disrupts 
phishing operations. 
 

Mitigate active phishing attacks 
When an attack is launched, it is critical to respond quickly to minimize the immediate impact. The 
longer the phishing site is active, the greater the risk of stolen credentials. Defending against an attack 
quickly helps to keep this risk to a minimum.  
 
Detect and shut down phish sites 
Similar to traditional approaches, this more aggressive anti-phishing strategy begins with detecting and 
shutting down phishing sites that are targeting your customers. This entails collecting and processing 
email and web data from a broad range of relevant sources to ensure sufficient visibility to detect 
attacks quickly and initiate shut down. Institutions with best-in-class capabilities can typically shut down 
a phish site within hours of the attack being launched.    
 
Block access to phish sites 
Even for institutions with best-in-class detection and shut down capabilities, there is a window of time 
between when a phishing site is detected and when it can be taken down (typically a few hours for 
institutions with best-in-class capabilities). During that time, targeted customers are at risk of visiting 
the phish site and submitting their credentials. To minimize this risk, confirmed phish sites should be 
“fraudcast” to major internet browsers and security products (such as anti-virus products), where they 
can be added to malicious site block lists and prevent users from visiting them. 
 

Minimize cybercrime gains 
Launching an attack does not guarantee profits for the cybercriminal. By aggressively going after the 
operations used to monetize phishing attacks, institutions can directly reduce the potential gains of an 
attack. This section introduces how that can be accomplished.   
 
Find and analyze the phish kit 
Finding and analyzing the phish kit used in an attack can reveal a great deal of intelligence that can be 
used to disrupt cybercrime operations and prevent fraud. Phishers will often leave the phish kit on the 
webserver used in the attack. Many websites are configured with open directory indexing, which makes 
it easy to view the directory and find the kit.  If the directory listing is inaccessible, the kit name can be 
inferred from the directory used in the phish URL. When installing a phish kit, fraudsters typically use 
the same directory name as the kit name. For example: 

• The phish URL: 
http://www.hackedsite.com/shop/images/medium/online.xyzbank.com/xyz/index.html 

• The phish kit location: 
http://www.hackedsite.com/shop/images/medium/online.xyzbank.com.zip 
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Analysis of the phish kit reveals where the data stolen by the scam is sent, such as drop sites or email 
accounts. More advanced kit authors will seek to hide their own drop sites by obfuscating those portions 
of the code. However, they typically use relatively simple methods that can be decoded with sufficient 
expertise. 
 
Recover stolen credentials 
Even with rapid takedown of a phish site, credentials may still be stolen. However, recovering the 
credentials can neutralize the risk of them being used for fraud. Drop sites (typically email accounts or 
compromised hosts) containing stolen credentials can be uncovered with in-depth analysis of phishing 
attacks. These credentials can be recovered prior to shutting down the drop site, identifying the 
compromised accounts and allowing them to be proactively remediated before fraud is carried out. 
 
Shut down drop sites 
Once the drop sites or email accounts used in an attack are found, they can be shut down. This prevents 
the collection of stolen credentials, which are required to profit from phishing attacks. Individual drop 
sites may also span multiple attack campaigns, allowing for the disruption of multiple attacks.    
 
Investigate money mule operations 
Money mule operations are the “last mile” of the fraud process. Through investigating aspects of the 
phishing attack, such as the flow of credentials and where fraudulent transactions are being sent, it’s 
possible to trace the money mule operations that are involved in monetizing the attack. Action can be 
taken to disrupt the operations themselves and to also impact the recruitment scams they rely on to 
find mules. 
 

Disrupt phishing operations 
Aggressively responding to phishing attacks by taking the steps outlined above serves to minimize the 
potential gains of an attack. The other component of the cybercrime profit calculation is the effort and 
cost involved in launching phishing attacks. This section presents preventative steps that make it more 
costly for cybercriminals to launch phishing attacks targeting your customers. 
 
Find and shut down mailer programs 
Through investigating phishing attacks, it is possible to find the mailer tool used to launch the phish 
emails. For example, detailed review of headers in a phishing email can identify the webserver that is 
hosting the PHP mailer program used to send the email, and identify where that program is located on 
the webserver. This intelligence can then be used to remove the mailer program. Mailer programs are 
rarely custom-built for individual phishing campaigns. Once the program has been identified, steps can 
be taken to disrupt the distribution and make it more difficult to find online.  
 
Conduct baiting operations 
“Baiting” is a method of tracing the operational flow of phishing attacks to gather intelligence that can 
be used to stop attacks and prevent fraud. The process involves creating a set of fake accounts (the 
“bait”), injecting credentials for those accounts into phishing sites, and then monitoring legitimate sites 
for any activity involving those accounts. This can identify the IP address, user agent, device fingerprints, 
and other information that can be used to detect other fraudulent activity linked to the same attacker. 
Analysis of this sort helps pull together a clearer picture of the cybercriminal operation, enabling more 
aggressive steps to prevent attacks.  
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Shut down phish kits 
As detailed in the prior section, analyzing phish kits 
yields intelligence that can be used to prevent 
cybercriminals from monetizing their attacks. This 
analysis also provides information that can be used to 
find how and where the kit is being distributed. 
Ultimately, shutting down the site hosting the kit is ideal. 
It can also be monitored for changes (updates to the 
drop sites, for example), which can then be neutralized 
before the updated kit is used in attacks. 
 
Support law enforcement 
Ultimately, the best way to stop phishing attacks is to 
arrest and prosecute the criminals behind them. 
However, phishing attacks happen so frequently that 
simply reporting them to authorities rarely leads to law 
enforcement action. But if actionable intelligence is 
provided from investigating the phishing attack and 
underlying ecosystem, law enforcement action is more 
likely.   
 
 
 

 

Conclusion 
Institutions can more effectively stop phishing attacks and reduce online fraud by adopting an 
aggressive anti-phishing strategy that entails defending against active phishing attacks, minimizing 
cybercrime gains, and disrupting phishing operations. As outlined in this paper, this strategy deters 
attackers by minimizing the cybercrime ROI that fuels phishing campaigns.  
 
In light of this strategy, institutions should review their own anti-phishing programs to determine how 
this strategy can be applied to better protect customers and reduce fraud.  

  

 Mitigate active phishing attacks 
 Detect and shut down phish 

sites 
 Block access to phish sites 

 Minimize cybercrime gains 
 Find and analyze the phish kit 
 Recover stolen credentials 
 Shut down drop sites 
 Investigate money mule 

operations 

 Disrupt phishing operations 
 Find and shut down mailer 

programs 
 Conduct baiting operations 
 Shut down phish kits 
 Support law enforcement 

HOW TO FIGHT BACK 
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About PhishLabs 
PhishLabs is the leading provider of cybercrime protection and intelligence services that fight back 
against online threats and reduce the risk posed by phishing, malware, distributed denial-of-service 
(DDoS) and other cyber-attacks. The company fights back against cybercrime by detecting, analyzing and 
proactively dismantling the systems and illicit services cybercriminals depend on to attack businesses 
and their customers. With a fixed-fee service model that ensures alignment with client goals, the 
company partners with businesses to decrease attacks, reduce online fraud and prevent the loss of 
customer trust. 
 
Visit www.phishlabs.com to learn more. 
 

Related Resources from PhishLabs 
• On-Demand Webcast: Fight Back: A better way to stop phishing and online fraud 
• Service Brief: Phishing Protection 
• The PhishLabs Blog 
• Anti-Pharming 101: What are pharming attacks? 
• How to stop a vishing or SMiShing attack 

 
 
 

 
@phishlabs 

 
www.linkedin.com/company/phishlabs  
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