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In Q2, PhishLabs analyzed hundreds of 
thousands of phishing and social media attacks 
targeting enterprises, their employees, and their 
brands. This report uses the data from those 
attacks to present key trends shaping the threat 
landscape. 

Security leaders and practitioners can use this 
information to better understand these threats 
and to take proactive measures to reduce risk.

ABOUT THE REPORT

KEY TAKEAWAYS

Phishing volume was turbulent 
in Q2, but 2021 continues to 

outpace 2020 by 22%.

Qbot accounted for 54% of 
reported payloads, displacing 

ZLoader as the top threat.

Phishing Threat
Continues to Grow

Ransomware is Driving 
Shifts in Email Payloads

Exchanges saw a 10x increase 
in phishing and were heavily 

targeted on social media.

51% of credential theft 
phishing attacks in corporate 

inboxes targeted O365.

Cryptocurrency is in 
Attacker’s Sights

Office 365 is the Top 
Corporate Email Threat

Social Media is a
Growing Attack Vector

SSO is Increasingly
Attractive To Bad Actors

Social Media attacks targeting 
enterprises are up 47% from 

JAN to JUN.

45% of phishing attacks 
targeted accounts commonly 

used for SSO, up from 40%.



PHISHING THREAT 
TRENDS OVERVIEW
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2021 PHISHING OUTPACES 2020

2020 2021

Q2 experienced dramatic fluctuations in 
phishing volume, generally attributed to high-
volume campaigns targeting Social Media 
and large Financial Institutions. Overall, the 
number of phishing sites encountered in H1 2021 

outpaced H1 2020 by 22%. However, for the first 
month this year, June’s phishing volume dipped 
below June 2020, with 14.7% fewer phishing 
attacks. We anticipate the volume will outpace 
2020 as we progress through the year.

Total Phishing Sites by Month
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As phishing volumes increased in Q2, the top 
6 industries targeted saw a majority of the 
phishing sites. The Financial Industry was the 
most targeted in Q2, trading places with Social 
Media (which was the most targeted in Q1). The 
high volume of attacks targeting Social Media, 
Webmail & Cloud Services, and Ecommerce 
is related to those accounts often being used 
as SSO Single Sign-On (SSO) for secondary 
accounts. 45% of phishing attacks targeted 
accounts that are commonly used for SSO, up 
from 40% in Q1.
 
As a follow up to the lower than normal seasonal 
increase in tax-related phishing attempts in 
Q1, attacks on Tax Preparation services did not 
increase in Q2, despite the federal tax guideline 
extension. This may suggest increased IRS 
security measures did impact tax-related 
phishing attacks in 2021.

TOP TARGETED INDUSTRIES
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THREAT STAGING
AND INFRASTRUCTURE
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STAGING METHODS

Threat actors continue to rely on a variety of 
methods to stage phishing sites. Compromising 
existing sites continued to be the single leading 
method, accounting for 27.2% of phishing sites. 
However, 62% of phishing sites were staged by 
abusing free tools and services. Among the no-
cost solutions used most often were Tunneling 
Services, making up 24% of the cases. This was a 
13.1% increase from Q1.

This shift is due to Social Media threat actors 
moving from free domain registrations to 
tunneling services. Free Hosting Services (16.6%) 
and Free Domain Registrations (11.8%) were 
also used widely to stage phishing sites and 
maintained high shares among the variety of 
free services abused. Both declined in usage 
from Q1, due to the uptick in usage of Tunneling 
Services and URL Shorteners. 

62% of all phishing 
sites abused free 
services or tools.

Compromised
Sites 27.2% (+0.9%)

Paid Domain
Registrations 10.8% (-0.9%)

Free Domain
Registrations 11.8% (-11.3%)

Free
Hosting 16.6% (-3.4%)

Tunneling
Services 24% (+13.1%)URL Shorteners 8.2% (+3%)

Developer
Tools 1.4% (-1.4%)

Free services and tools



DOMAIN ABUSE
Nearly half of all phishing scams reported in 
Q2 used a Legacy generic Top-level domain. 
Within the group, .com led the way with 39.7% 
of all TLDs abused, declining 7.2% from Q1. 
Most notably, although the share of ccTLDs 
(Country Code) increased from 2% in Q1 to 43% 
in Q2, abuse of ccTLDs offering free domain 

registrations dropped considerably. Five ccTLDs 
(.ml, .tk,.ga,.cf, and .gq) highly abused by threat 
actors dropped from the Top 10. This suggests 
rapid detection and mitigation measures 
implemented by PhishLabs and others have 
made abusing free domain registrations 
significantly less profitable for threat actors.

Abuse of TLDs that offer free 
domain registrations fell 39%. 
This includes 5 of the Top 10 TLDs 
abused in Q1 (.ml, .tk, .ga, .cf, .gq).

Top 10 TLDs Abused

Percent of Phish per TLD
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49% (-6%)
43% (+2%)

8% (+4%)

Legacy gTLDs ccTLDs New gTLDs

TLD TYPE % PHISH +/-

.COM Legacy gTLD 39.7% -7.2%

.ORG Legacy gTLD 5.9% +1.0%

.CA ccTLD 4.1% +3.5%

.IO ccTLD 3.7% -2.4%

.NET Legacy gTLD 3.2% +1.2%

.MX ccTLD 2.8% +2.7%

.CO ccTLD 2.4% +1.8%

.UZ ccTLD 2.4% +2.4%

.MONSTER New gTLD 2.2% +2.2%

.AE ccTLD 2.1% +2.1%



HTTPS VS. NON-HTTPS

In Q2, 82% of phishing attacks used SSL 
certificates (HTTPS), down slightly from Q1. 
This is the second consecutive quarter where 
the total number of phishing attacks using SSL 
certificates declined, further suggesting that 
sites hosted on HTTPS are leveling off.

99.5%

82%

Usage Trend Over Time

SSL CERTIFICATE VALIDATION
Domain Validated Certificates were slightly 
down in Q2, encompassing 90.5% of phishing 
sites observed, while SSL Organization Validated 
Certificates increased 4.06%. Two phishing 
sites were observed with Extended Validation 
Certificates, and were later identified as 
legitimate sites that had been hacked. 

HTTPS

Non-HTTPS

82% (-0.7%)

18% (+0.7%)

9.51% (+4.06%)

90.48% (-4.06%)

0.01% Domain
Validated (DV)

Organization
Validated (OV)

Extended
Validation (EV)
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PHISHING EMAILS REPORTED 
BY CORPORATE USERS



THREATS FOUND IN
CORPORATE INBOXES

Credential theft and social engineering 
attacks are highly likely to reach user inboxes 
undetected and therefore remain top of mind 
for security teams. While malware is also a 
concern, 96% of email threats that reached user 
inboxes did not include malware. Instead, nearly 
64% were credential theft attempts, and 33% 
response-based scams, such as BEC.

Emails including malware decreased sharply 
in Q2, most likely due to the dismantling of key 
payload families. However, the decline may 
also be indicative to email security controls 
becoming more effective at identifying and 
stopping malware from reaching user inboxes.

Over 96% of email threats 
that reached user inboxes 
did not involve malware.

CREDENTIAL THEFT

Credential Theft attacks continue to lead the 
way among threats reaching corporate inboxes. 
Credential Theft increased slightly in Q2 to 
represent 63.5% of attacks reported.

Corporate-reported Credential Theft phish 
targeting O365 credentials represented 51% 
of attacks in Q2, up from 44.5% in Q1. O365 
accounts provide access to a broad range 
of data and applications within enterprise 
environments, making them a valuable target 
for attackers. Additionally, a 6% increase in 
phishing attachments was also observed in Q2, 
growing to 22%.

Phishing Link

Attachment

78%

22%

Credential
Theft 63.5% (+0.6%)

Response-
Based 33% (+2%)

Malware
Delivery 
3.5% (-2.5%)

63.5%
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Similar to Q1, 419 (Advance-Fee) emails and BEC 
scams accounted for over three-quarters of all 
Response-Based threats landing in corporate 
user inboxes. While 419 scams made up more 
than half of all cases (50.4%), BEC scams 
increased share by nearly 6%, making up 25.4% 

of the volume. Most notably, Vishing cases more 
than doubled, accounting for 15.9% of response-
based threats, possibly reflecting threat actors’ 
need to be more creative in scamming corporate 
users trained to look for traditional scams.

The list of malware payload families is constantly 
shifting and Q2 was no exception. Multiple 
payload families were observed delivering 
malware to corporate inboxes. Qbot was 

reported most, making up over half (54.1%) of 
the payloads encountered, followed by ZLoader, 
FormBook, IcedID, and AsyncRAT.

RESPONSE-BASED SCAMS

MALWARE PAYLOAD FAMILIES

33%

3.5%

419 50.4% -10.7%

BEC 25.4% +5.7%

Vishing 15.9% +9.6%

Job Scams 5.2% -2.5%

Tech Support 3.1% -2.6%

Payload Family Q2 Q1 +/-

Qbot 54.1% 0.4% +53.7%

ZLoader 9.5% 61.6% -52.1%

FormBook 9.1% 0.7% +8.4%

IcedID 6.9% 2.7% +4.2%

AsyncRAT 5.2% 0.1% +5.1%

Trickbot 1.7% 11.6% -9.9%

Emotet 0.0% 11.1% -11.1%

Dridex 1.3% 5.5% -4.2%
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ABUSE OF FREE EMAIL ACCOUNTS

The use of free email accounts by threat actors 
has increased for at least three consecutive 
quarters. Free email account usage increased 
from 34.3% in Q1 to 35.3% in Q2. Gmail, Hotmail, 
Outlook, and AOL remained among the Top 
5 most commonly abused. The Top 10 free 
accounts listed accounted for 32% of all phish 
received. Gmail led the way with 20.7% of all 
cases.

Gmail, Hotmail, AOL, and Outlook 
were among the Top 5 free email
domains used for malicious intent
in Q1 and Q2. The Top 10 accounted 
for over 32% of all phish.

% of Phish Sent from Free Email Accounts

Other Email AccountsFree Email Accounts

64.7% (-1%)

35.3% (+1%)

Quarterly Threat Trends & Intelligence Report14

Rank Domain
% of ALL Phishing 

Email Domains 
Reported in Q2

+/-

1 gmail.com 20.7% +6.9%

2 hotmail.com 4.1% -1.2%

3 yahoo.com 1.7% +.80%

4 outlook.com 1.6% -

5 aol.com 1.3% -1.7%

6 msn.com .82% -.08%

7 gmx.de .61% +.56%

8 gmx.com .52% -.48%

9 icloud.com .47% -.03%

10 comcast.net .41% +.08%



SOCIAL MEDIA
THREAT TRENDS
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SOCIAL MEDIA THREATS ON THE RISE
Since the beginning of 2021, the average 
business experienced approximately 34 attacks 
on social media per month. However, by June 
this number rose closer to 50, representing 
a 47% increase through the first half of the 
year. While average attack volume can vary 
by industry, the average organization is being 
targeted far more frequently on social media 
today than at the start of the year.

2021

Monthly Social Media Attacks Per Business

47% Increase in attacks 
JAN to JUN 2021.
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TOP SOCIAL MEDIA THREATS
Fraud-related social media attacks most 
commonly plagued businesses, gaining nearly 
24% in share by the end of Q2. Employee, Brand, 
and Executive Impersonations were the second 
most common threats encountered by
businesses, making up nearly 22% of all threats. 
Of the five categories, Fraud was the only threat 
type to experience a gain in share from Q1 to Q2.

Fraud-related social 
media attacks rose 
almost 24% in Q2.

Cyber Threat 19.1% (-5.4%)

Data Leak 13.2% (-9.6%)

Physical Threat 0.3%

Impersonation 21.8% (-8.7%)

Fraud 45.6% (+23.7%)

www.phishlabs.com 17Examples provided on page 18.

Fraud: An incident designed to deceptively deny a right to a 
victim or provide illegal gain to the threat actor, including the 
unauthorized sale of account credentials, exposure of banking 
details such as BIN numbers, deposit fraud, providing access to 
tools designed to commit fraud, and other financial threats.

Impersonation: An incident including a purposeful spoof of a 
corporate brand, executive, or employee with intent to sway 
opinion or fool victims into performing an action.

Cyber Threat: An incident that includes an intentional cyber 
risk to the targeted victim, such as hacking attempts.

Data Leak: A leak or unauthorized share of proprietary or 
sensitive data such as login credentials, corporate documents, 
or source code.

Physical Threat: A physical threat of harm specifically directed 
toward an employee, a physical location, or an event.
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THREAT TYPE EXAMPLES

Data Leak

Fraud

Impersonation

Cyber Threat

Physical Threat
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ATTACKS BY INDUSTRY
Payment Services and Healthcare experienced 
the steepest increases in social media attacks 
per business in Q2. Payment Services, which 
ranked the highest of all industries, increased 
threat activity by over 500% when compared to 
Q1. Healthcare experienced the second highest 
increase in activity from Q1 to Q2, moving up in 
rank from 17th to 10th, due to a 188% increase in 
attacks per business in Q2.

Industries experiencing increases in Q2 included 
Broadcast Media (112.5% increase), Credit 
Unions (4.9% increase) and Cryptocurrency, 
which averaged a 13% increase in attacks over 
Q1. We anticipate Cryptocurrency businesses 
will continue to be aggressively targeted by 
threat actors through social media in future 
quarters, due to a majority of their activity and 
communication taking place through social 
platforms.

RANK INDUSTRY +/-

1 Payment Services +561.8%

2 Broadcast Media +112.5%

3 Ecommerce -19.7%

4 Telecommunications -23.5%

5 Dating -52.3%

6 Cryptocurrency +13.0%

7 Computer Software -49.2%

8 Banking -10.2%

9 Credit Unions +4.9%

10 Hospitals / Healthcare +187.8%
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INDUSTRY SPOTLIGHT: CRYPTOCURRENCY

In Q2, a combination of brand, executive, and 
employee impersonation attacks accounted for 
over half (54.7%) of all social media attacks in the 
Cryptocurrency sector. This activity identifies threat 
actor attempts at impersonating cryptocurrency 
businesses to confuse customers and cash in on 
the sector’s skyrocketing growth. 

Only three site staging methods accounted for all 
of the phishing attacks targeting Cryptocurrency 
exchanges. Free Hosting solutions hosted 96.5% 
of the phishing sites, while Compromised Sites 
accounted for 3.4% of the activity. A small number 
of sites targeting exchanges abused development 
tools for staging.

Impersonation - 
Brand 47.5%

Source Code 39.2%

Impersonation - 
Employee 2.3%

Impersonation - 
Executive 4.9%

Deposit Fraud 1.3%Cyber Risk 4.9%

Social Media Threats

Compromised 
Site 3.4%

Free Hosting 96.5%

Development 
Tools 0.1%

Methods of Staging Phishing Sites



Phishing continues to be one of the top threats 
to enterprises with attack volume outpacing the 
first half of 2020 by 22%. It is the primary method 
used by threat actors to steal credentials, hijack 
accounts, and compromise organizations.

While phishing continues to thrive, social media 
is increasingly being used for impersonation, 
fraud, and other cyber threats. Threats targeting 
enterprises via social media grew 47% in the first 
half of 2021, demonstrating its emergence as a 
top threat vector.

Credential theft phishing and response-based 
attacks, such as BEC, pose the greatest risk 
to corporate email users, accounting for 96% 
of threats found in enterprise inboxes. These 
threats continue to evade email security controls 
at a high rate.

Changes in the ransomware ecosystem are 
driving shifts in malware payloads found in 
corporate user inboxes.  These payloads are often 
used to provide initial access for ransomware 
operators. Qbot accounted for more than half of 

all reported payloads, suggesting it is currently 
a preferred tool for the most active ransomware 
operators.

Office 365 accounts continue to be heavily 
targeted, reinforcing their high value to threat 
actors. More than half of credential theft phishing 
attacks found in corporate inboxes targeted O365 
logins, making it the most frequently observed 
threat targeting enterprise users. 

As the threat landscape evolves, enterprise 
security teams face growing pressure from 
external threats. Enterprises should expect to be 
targeted and need to plan accordingly.

 Strategically, security teams need more 
proactive intelligence spanning web (surface 
and dark), social media, email, and other digital 
channels so that these threats can be detected 
early in their lifecycle. Teams that operationalize 
this intelligence with threat takedown and 
mitigation capabilities will be able to minimize 
impact of these threats on their brands, 
customers, and employees.

SUMMARY & CONCLUSION
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PhishLabs is a cyber threat intelligence company that 
protects against brand, account takeover, and data leakage 
threats. Founded in 2008, we deliver curated threat 
intelligence and complete mitigation across the digital risk 
landscape. The world’s leading brands rely on PhishLabs to 
find and remediate external threats wherever they live.


