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In Q1, PhishLabs analyzed hundreds of 
thousands of phishing attacks targeting 
enterprises, their employees, and their brands. 
This report uses the data from those attacks to 
present key trends shaping the threat landscape. 

Security leaders and practitioners can use this 
information to better understand the threat 
of phishing and to take proactive measures to 
reduce risk.

ABOUT THE REPORT

KEY TAKEAWAYS

O365 accounts were targeted 
in 44.5% of all credential theft 
phishing emails reported by 

corporate users.

O365 Credentials Targeted

Phishing sites identified in 
Q1 2021 outpaced Q1 2020 

by 47%.

Phishing is on the Rise
62% of all phishing 

sites abused free online 
services and tools. 

Free Tool Abuse Malware Delivery

While 82.7% of phishing attacks 
used SSL certificates, Q1 was the 

first quarter that did not experience 
a significant increase in SSL usage.

HTTPS vs Non-HTTPS

ZLoader accounted for 62% 
of email-based payloads that 

targeted corporate users.
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TRENDS OVERVIEW
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PHISHING IS ON THE RISE
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While the total number of phishing sites 
encountered from Q4 2020 to Q1 2021 
experienced a nominal increase, malicious sites 
identified in Q1 2021 significantly outpaced Q1 
2020 numbers by 47%. We anticipate this trend 
will continue in Q2.

Total Phishing Sites by Month



The top five industries targeted by phishing 
attacks accounted for 99% of detected phishing 
sites in Q1 2021. One major shift we observed 
is Social Media topping the list. Historically, 
Financial and Webmail & Cloud Services have 
outpaced every other industry. Some of the 
growth in attacks targeting Social Media is 
due to a significant increase in phishing sites 
targeting social messaging apps. Also, online 
accounts used for Single Sign-On (SSO) were 
heavily targeted in Q1, accounting for 40% 
of overall phishing site volume. Along with 
Webmail & Cloud Services and Ecommerce 
accounts, Social Media accounts are frequently 
used to sign up for and log into other online 
accounts.

A significant takeaway from this data relates 
to what is missing, rather than what is present. 
Typically a “seasonal” increase in tax-related 
phishing occurs at the beginning of each year, 
however, this increase was not observed in Q1 
2021. Examination of Q2 2021 data should provide 
insight into whether increased IRS security 
measures impacted the total number of tax-
related phishing attacks, or if the anticipated 
incidents will be spread across Q1 and Q2 due to 
this year’s filing extension.

TOP TARGETED INDUSTRIES

CRYPTOCURRENCY TARGETING INCREASES

In Q1, the top six sub-industries within the 
Financial sector accounted for 99% of all 
phishing sites encountered within the industry.

The data showed a noticeable uptick in phishing 
attacks targeting Cryptocurrency, moving the 
sub-industry up to the sixth spot.
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THREAT STAGING
AND INFRASTRUCTURE
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STAGING METHODS

In Q1 threat actors used a variety of methods 
to stage phishing sites. Compromising existing 
sites was the single leading method, making 
up 26.3% of the findings. Most notably, 62% of 
all phishing sites abused free services or tools 
to stage a site. No-cost services abused most 
often by threat actors include Free Domain 

Registrations (23.1%) and Free Hosting (20%). 
Additionally, Tunneling Services, URL Shorteners, 
and a variety of Developer Tools were relied on 
to quickly stage phishing sites. Use of these 
services draws attention to the wide variety of 
free options easily accessible to threat actors.

In Q1, 62% of all phishing sites 
abused free services or tools.

Compromised Sites 26.3%

Paid Domain Registrations 11.7%

Free Domain
Registrations 23.1%

Free Hosting 20%

Tunneling Services 10.9%

URL Shorteners 5.2%

Developer Tools 2.8%

Free services and tools



DOMAIN USAGE
Nearly half (46.9%) of all phishing scams 
reported in Q1 used the .com Legacy generic 
Top-level Domain. In fact, 96% of Q1 phishing 
scams used Legacy gTLDs (.com, .org, .net, etc.) 
or ccTLDs (Country Code).  While ccTLDs were 
more evenly distributed, seven of the 147 ccTLDs 
observed accounted for 83% of all phishing 
scams hosted on ccTLDs. It’s important to note 
that domains can be registered for free on five of 
the Top 10 TLDs.

Top 10 TLDs Abused

Percent of Phish per TLD

.COM

.ML*

.TK*

.IO

.ORG

.GA*

.CF*

.GQ*

.NET

.ME

TLD

Legacy gTLD

ccTLD

ccTLD

ccTLD

Legacy gTLD

ccTLD

ccTLD

ccTLD

Legacy gTLD

ccTLD

TYPE

46.9%

8.1%

6.3%

6.1%

4.9%

4.8%

4.5%

4.1%

2.0%

1.2%

% PHISH

*Offers free domain registration option
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MALICIOUSLY REGISTERED DOMAINS:
FREE VS. PAID
Threat actors used free services nearly twice as 
often than paid when registering domains. In 
Q1, free domain registrations made up almost 
two-thirds (66.3%) of all maliciously registered 
domains.

55%

66.3%

41%

33.7%

4%

Legacy gTLDs ccTLDs New gTLDs

Free Domains

Paid Domains



HTTPS VS. NON-HTTPS

In Q1, 82.7% of phishing attacks used SSL 
certificates (HTTPS), down slightly from 83.9% 
in Q4 2020. Q1 was the first quarter that did not 
experience a significant increase in the number 
of phishing sites using SSL. The use of HTTP 
has declined sharply since Q1 2015 when nearly 
all threat actors (99.5%) were using it to stage 
phishing sites. For the past two quarters, the 
percentage of phishing sites hosted on HTTPS 
has leveled off at approximately 83%.
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SSL CERTIFICATE VALIDATION
Of the phishing sites observed, 94.5% used DV 
SSL certificates. All phishing sites observed with 
EV certificates were legitimate sites that had 
been hacked.

HTTPS

Non-HTTPS

82.7%

17.3%

94.54%

5.45% 0.01% Domain Validated (DV)

Organization Validated (OV)

Extended Validation (EV)



PHISHING EMAILS REPORTED 
BY CORPORATE USERS



USE OF FREE EMAIL ACCOUNTS

From Q4 2020 to Q1 2021, the use of free email 
accounts for malicious purposes increased 
slightly from 31.8% to 34.3%. Gmail, Hotmail, 
AOL, and Outlook remained consistent fixtures 
among the Top 5 free email domains abused 
by threat actors in both Q4 2020 and Q1 2021. 
In Q1, the Top 10 email domains with the most 
reported phish were all free services and 
accounted for over 30% of all phishing emails.

Gmail, Hotmail, AOL, and Outlook 
were among the Top 5 free email
domains used for malicious intent
in Q4 2020 and Q1 2021.
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gmail.com

hotmail.com

mail.com

aol.com

outlook.com

gmx.com

msn.com

yahoo.com

googlemail.com

icloud.com

Domain

13.8%

5.3%

3.2%

3.0%

1.6%

1.0%

.90%

.90%

.60%

.50%

% of ALL Phishing 
Email Domains 

Reported

10 Most Commonly Abused
Free Emails Q1 2021
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% of Phish Sent from Free Email Accounts

Other Email AccountsFree Email Accounts

65.7%

34.3%



THREATS FOUND IN
CORPORATE INBOXES

Credential theft and social engineering attacks 
continue to plague businesses and remain 
highly likely to reach user inboxes undetected. 
In Q1, 94% of reported phishing emails did not 
contain or link to malware. Nearly two-thirds of 
reported, suspicious emails (63%) reaching users 
were credential theft attempts. In comparison, 
31% of threats consisted of response-based 
email scams. Attachments or links to malware 
accounted for 6% of phishing emails.

In Q1 2021, 94% of reported 
phishing emails did not 
contain or link to malware.

CREDENTIAL THEFT

In Q1, 63% of reported phishing emails that 
reached corporate user inboxes were credential 
theft attempts. This represents an 11.6% increase 
from credential theft attacks in Q4 2020.

While overall reported phish volume was slightly 
lower quarter over quarter in Q1, O365 phishing 
incidents grew 10.4% from Q4. In all, O365 
credential theft attempts accounted for 44.5% of 
all credential theft-related attacks on corporate 
accounts, supporting growing concerns around 
the safety of O365 credentials. Today, enterprises 
are highly susceptible to O365 phish, which are 
designed to evade even the most sophisticated 
email security controls.

Phishing Link

Attachment

CRED THEFT

84%

16%

%
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Credential Theft 63%

Response-Based 31%
Malware
Delivery 6%

63%



Similar to Q4 2020, 419 (Advance-Fee) email 
scams in Q1 continued to be the most common 
email threat to reach user inboxes by a 
substantial margin (60.6%). BEC scams followed, 

with user-reported incidents comprising of 
19.7% of attacks. Although comparatively smaller 
in volume, vishing incidents experienced a 
noticeable increase from Q4 2020 to Q1 2021.

Malicious payloads delivered via email 
phishing continued to drive access to sensitive 
infrastructures in Q1 2021. While multiple 
payload families were observed in Q1, ZLoader 
accounted for almost 62% of payload activity, 

dominating the volume of desktop malware. 
Despite ZLoader’s increase, overall volume of 
reported payload families decreased by 14% 
from Q4 2020.

419

BEC

Job Scams

Vishing

Tech Support

RESPONSE-BASED THREATS

60.6%

19.7%

7.7%

6.3%

5.7%

%

RESPONSE-BASED SCAMS

MALWARE PAYLOAD FAMILIES
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ZLoader

Trickbot

Emotet

Dridex

BazaLoader

IceID

All Others

Payload Family

61.6%

11.6%

11.1%

5.5%

2.9%

2.7%

4.8%

%

31%

6%



Phishing is on the rise. Q1’s 47% increase in 
phishing incidents show it continues to be one 
of the primary methods used to steal credentials, 
deploy malware, and carry out fraud.  

The infrastructure available for staging phishing 
attacks is growing less costly and more diverse. 
62% of phishing sites in Q1 abused free services. 
While free domain registration and free web 
hosting services were abused the most, threat 
actors are increasingly taking advantage of 
tunneling services and developer tools to stage 
their attacks. 

Malicious emails continue to reach corporate 
users. Credential theft and response-based 
attacks are particularly adept at reaching

inboxes, suggesting email security controls 
are far better at detecting payloads than 
impersonation and social engineering.  High 
value corporate credentials, such as O365 logins, 
continue to be heavily targeted.

While there is no silver bullet, the risk posed 
by these threats can be significantly reduced 
by adopting a more proactive posture. With 
sufficient intelligence sourcing and analysis, 
organizations can detect these threats earlier in 
the attack process and take action. Combining 
this with security awareness training programs 
and other defense-in-depth layers can put 
enterprises in a much stronger position to 
protect their employees, customers, and brands.

CONCLUSION
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