
Business Email Compromise
The most costly form of phishing



So what do BEC attacks cost organizations?

According to the IC3, the average loss 
inflicted by a successful BEC attack is 
$140,000, and in some of the worst cases 
organizations have lost millions of dollars 
from a single incident.

This is why we BECs are the most costly form 
of phishing. Traditional phishing certainly 
can (and does) cause a lot of damage, but 
on a per-attack basis, BEC is undoubtedly 
the most expensive. 

BEC BEC is a personalized, highly 
targeted form of phishing that uses social 
engineering techniques to achieve a variety 
of malicious purposes. 

Most people think of BEC attacks as 
an attempt to trick staff into making 
unauthorized transfers. And while that is 
a type of BEC attack, the real definition is 
broader.

Introduction
Business Email Compromise (BEC) attacks 
have plagued organizations all over the 
world for almost a decade. According to 
the FBI’s Internet Crime Complaint Center 
(IC3), there were at least 166,349 reported 
BEC attacks globally between October 2013 
and July 2019. In total, those attacks cost 
organizations around $26.2 billion.

Looking at US organizations for the same 
period, 69,384 BEC attacks were reported 
at a total cost of almost $10.1 billion. And 
those are just the attacks that get reported. 
Anecdotally, we believe many organizations 
are duped into sending smaller amounts (~ 
$2,000) but never report their losses to the 
authorities.

Although more recent figures are not 
yet available, IC3 has continued to warn 
organizations about the threat posed by 
BEC attacks. And, based on our own first-
hand experience analyzing millions of 
unique phishing lures each year, it’s clear 
that BEC attacks are as popular as ever .

What You’ll Learn From This Guide

Why BEC attacks are so effective

What BEC attacks are, and how they work

What objectives cybercriminals can achieve using BEC

How to protect your organization against BEC attacks

How BEC attacks consistently evade email security technologies

Which red flags users can look out for to spot a potential BEC attack

.

.

.

.

.

.



Fundamentally, BEC attacks are based on 
impersonation of a specific individual to 
exploit a business relationship via email. 
That relationship could be:

Internal: the relationship between a user 
and their boss.

External: the relationship between a vendor 
and a client.

Generally, cybercriminals impersonate 
an individual or function that holds some 
level of authority. For example, common 
internal candidates include figureheads like 
CEOs and CFOs, and personnel from HR 
or finance. Common external candidates 
include important suppliers, attorneys, and 
accountants.

These relationships are exploited for a variety 
of purposes, which we’ll look at in the next 
section.

What Do We Mean by 
Impersonation?

BEC is an email-based scam. 
Threat actors use a variety of techniques to 
pose as their desired individual.

Typosquatting and Lookalike Domains
One of the simplest ways to impersonate an 
email address is to register a domain that 
appears similar to the target individual’s 
legitimate email domain.

For example, if the target’s real email 
address is jimmy@phishlabs[dot]com, a 
cybercriminal might register the domain 
ph1shlabs.com and send their BEC emails 
from the address jimmy@ph1shlabs[dot]
com. 

While this tactic is easy to spot if you know 
what you’re looking for, it can be enough to 
fool an unsuspecting or distracted user.

Email Address Spoofing
The next step up in BEC attacks is to use 
spoofing techniques to make an email 
appear to come from one address - in this 
case jimmy@phishlabs[dot]com - while 
masking the real ‘From’ address. There are 
a variety of ways to do this. Unfortunately, 
spoofing is quite simple to achieve and  
often is enough to trick victims into 
believing they are receiving legitimate 
emails from a trusted source.

Email Account Takeover
This type of attack is by far the hardest 
to pull off, as it requires a great deal of 
upfront work. It is also typically the most 
effective form of BEC because many of the 
techniques victims can use to identify a 
BEC scam don’t work effectively if the email 
comes from a legitimate source.

Cybercriminals use BEC to achieve three main 
objectives:

• To steal money
• To steal personal identifiable information (PII) 

or trade secrets
• To gain access to a target network

Of the three, financially motivated BEC is easily 
the most common, so we’ll start with that.
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What are BEC Attacks?
Phishing is social engineering using digital methods for malicious purposes.
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Why do Threat Actors Use BEC?
Using BEC to Steal Money

The most common form of BEC uses social engineering techniques to trick an employee - usually somebody 
on the finance team - into sending a large wire transfer directly to the cybercriminal’s bank account.

In these cases, the attacker poses as a senior person within the target organization (often the CEO) and 
contacts members of the finance team by email asking them to send an urgent payment.

An example of a BEC attack designed to steal money.

But while this is the most common form of BEC, it’s far from the only tactic in use. Another common tactic is 
to impersonate a legitimate vendor and send individuals with the target organization fake overdue invoices. 
Since payment teams are primed to pay invoices from known vendors, this hijacking technique is highly 
effective.
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If they get a response, the attacker will ask their victim to purchase gift cards from a local store and 
send them the codes. If the victim doesn’t have a business credit card, they will often be asked to 
purchase gift cards using their own money, and put in an expense claim for reimbursement.

Why gift cards, you ask? Mainly because they are untraceable, very easy to launder, and can be 
used to purchase sensitive items like VPN services while remaining anonymous. These smaller 
scams are also less likely to ring alarm bells than asking for a large wire transfer, which might 
require input or approval from multiple individuals.

Finally, another common, and slightly unusual technique is gift card theft. 

In these cases, the attacker will once again impersonate a senior individual within the target organization, 
and contact more junior individuals with an email like this one:

An example of a BEC attack designed to net gift cards.

Using BEC to Acquire Gift Cards
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Other Types of BEC Attacks
As we’ve already noted, a small percentage of BEC scams are designed for a purpose other than 
financial gain.

Theft of PII (personally identifiable information) is a popular goal during tax season - particularly 
January and February - when cybercriminals try to trick employers into providing their employees’ 
W-2 information. If successful, the attacker will use these details to commit tax fraud by claiming 
any rebates due to those employees.

Outside of W-2 scams, using BEC techniques to steal sensitive information is relatively rare, but it 
does happen on occasion.

Access-oriented BEC attacks are also rare but can be devastating. Often, a cybercriminal will 
contact the IT department at a target organization posing as the CEO. They’ll use a personal email 
service like Gmail, claim to be locked out of their business account, and ask the individual in IT 
to reset the account password. Naturally, when these attacks are successful, the results can be 
disastrous. CEOs typically have access to a lot of sensitive information, after all.

Why are BEC Attacks So Effective?
At this point you might be wondering: “If BEC scams are just a form of social engineering or 
phishing, how come they’re so effective?”

The answer to this question lies in two factors. First, BEC attacks are almost always somewhat 
targeted, because the attacker has to impersonate a real individual. This requires research into the 
target organization and places BEC scams more in line with spearphishing attacks which have 
always been highly effective.

The second reason why BEC scams are so effective is that they use a variety of highly convincing 
social engineering tactics, including:

Urgency: BEC scammers almost always try to convince victims to take action immediately. They 
know that if their victim has time to start asking questions or involving colleagues, the scam will 
likely fall apart, so they invent justifications for why immediate action is needed.

Exploitation of Existing Relationships: Most people react better to individuals and things they 
are familiar with. This is why BEC scammers choose to impersonate powerful individuals within a 
target organization; they know many people will simply do as they are told when a request comes 
from a senior individual.

Emotional Engagement: BEC scammers routinely use tactics designed to elicit specific emotions, 
such as fear, guilt, and shame. Under these circumstances, victims who are usually sticklers for the 
rules may be induced to take action.
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How Much Research Goes Into a BEC Attack?

It varies enormously. Some BEC scammers don’t try hard at all, and they’ll just use a 
free email account and contact finance team members with a direct request to transfer 
funds to an account. One real example that we analyzed used no spoofing techniques 
at all, and was sent from the email address: ceo11@gmail[dot]com.

On the other hand, some scammers put in a huge amount of effort and preparation. 
They may go to the trouble of compromising the CEO’s email account, and use 
sophisticated social engineering techniques to convince their victims to take action. In a 
case like this, the scammers know they probably only have one chance to get it right, so 
they’ll do everything possible to achieve their objectives.

One common misconception about BEC scams- and all forms of phishing, really is: If we have good 
enough security technology we’ll be fine.

Nothing could be further from the truth. At PhishLabs, we partner with organizations that use 
some of the most advanced technological solutions in the world, and they still have a phishing 
and BEC problem. In reality, there simply isn’t a way to completely solve social engineering with 
technology.

Security technologies like spam and content filters, scanners, and firewalls are a critical defense 
against email-based threats. Unfortunately, in the case of BEC attacks, they do very little to protect 
your organization for two reasons:

BEC Scams are Highly Targeted
Most email filters rely to some degree on blacklists, which look for (and block) email addresses, 
content strings, and other indicators that are known to be malicious.
But BEC scams aren’t broadcast attacks. They are highly targeted, so in most cases, it’s unlikely that 
somebody will have already seen the same attack and reported it as malicious. This renders the 
blacklist approach largely ineffective for fighting BEC.

They are low Indicator Attacks
Another function of security technology is to identify attachments and links that are known to be 
malicious. Unfortunately, BEC attacks rarely contain either, instead relying almost exclusively on 
text-based social engineering. Even if they do include an attachment, it will typically be a simple 
PDF. And since there are no overtly malicious indicators to find, most BEC scams pass right 
through even the tightest email filters, firewalls, and scanners. That’s why organizations need to 
develop email incident response programs that allow security teams to take advantage of common 
elements that are present in the phishing lures.

Won’t Security Controls Handle 
BEC Attacks?
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Defending Against BEC Attacks

Now that we’ve looked at the reasons why 
security technology is not enough to protect 
against BEC scams, we’ll cover what’s really 
needed: Email Incident Response.

Certainly, most organizations are aware of 
the benefits and need for security awareness 
training; however, this is a reactive solution. 
Instead, organizations need to tap into existing 
data, even outside of their organization, to 
proactively detect and block BEC attacks. 
For example, an indicator feed shouldn’t just 
consist of intelligence from malicious links or 
attachments, it can also include common text, 
subject lines, and other reused items.

There are three components in a mature email 
incident response program:

• Timely analysis of user reported threats
• Threat intelligence from outside the 

organization
• Automatic mitigation

When a user reports a threat, typically these fall 
into an abuse box and are reviewed when the 
security team has the time. Unfortunately, if 
someone within the organization is targeted by 
a BEC attack, they may be on the path to falling 
victim simply as a result of overstretched security 
teams and- as a result- delayed response time. 

By rapidly reviewing a threat, this increases 
the likelihood that it becomes disarmed, its 
indicators collected, and used for mitigation. 
Though ideal in a perfect world, security teams 
also get a great amount of reported suspicious 
content that are false flags and that makes it 
difficult at times to constantly clear the abuse 
box.

This is why tapping into threat intelligence 
outside of the organization is important, too. 
A BEC attack, at its core, will often use similar 
tactics when targeting multiple organizations. 
These kinds of phishing lures will often swap 
out the name of the sender and victim, but the 
request will be the same. 

By tapping into a data feed (especially 
one consisting of intelligence from other 
organizations) that pulls in meta data such as 
headers, subject lines, copy within an email, 
etc, security teams are better positioned to 
automatically detect or even proactively remove 
threats from hitting user inboxes.

In addition to developing a mature email 
incident response program, we suggest three 
other essential defense mechanisms to protect 
against BEC scams.

Give Users Less Access
The ability to perform wire transfers or access 
sensitive data is usually only needed by a 
few individuals. But at many organizations, 
users have the access needed to perform 
those functions. This results in a whole lot of 
unnecessary residual risk.

To mitigate this, never give access to people who 
don’t need it. If an individual can’t send wire 
transfers, they can’t accidentally send money 
to a BEC scammer. This alone could save an 
organization thousands (or even millions) of 
dollars.

Have Better and More Stringent Procedures
For people who do need to be able to send wire 
transfers or access sensitive data, set up strict 
procedures and run drills on them. During drills, 
do everything possible to convince users to 
break procedures. If they do so, remind them 
of why the procedures exist, and (if necessary) 
retrain them.

Take advantage of technology
As we’ve seen, technology can’t solve all of these 
problems, but it can solve some of them. One 
strong option is to set up data exfiltration and 
PII detection for your email gateway. Some 
email providers (including Office 365) provide 
controls that can automatically identify sensitive 
information in an email and either block it or 
alert the administrator. While these controls 
only protect against certain types of BEC scams, 
they are very easy to set up and could prove 
invaluable.



Copyright 2019 PhishLabs. All Rights Reserved.+1.877.227.0790      info@phishlabs.com

Training Users

To be clear, end users don’t need to be anti-
phishing experts, but they do need to be 
able to spot common phishing and social 
engineering tactics, as well as raise the 
alarm whenever they arise.

For this, we recommend training all users 
in the PAUSE method. For any email that’s 
received, users should take a few seconds to 
consider:
Plausibility: Does the email seem right? If it 
makes any requests, do they make sense? 
Does the email suggest a level of urgency 
that seems suspicious?

Attachments: Does the email contain any 
attachments? Was the user expecting those 
attachments? If not, they should take steps 
to verify the email before proceeding.

URLs: If the email contains links, users 
should be trained to check where they lead 
before clicking on them. In most emails this 
can be done either by hovering over a link or 
right-clicking it. If an embedded link seems 
to lead to a document or financial website, 
the user should take steps to ensure the 
destination is legitimate.

Note: Just because a URL begins with 
HTTPS does NOT mean it’s safe.

Sender’s address: Does the From address 
appear legitimate? Are there any spelling 
mistakes in the address? Even if the From 
address looks good, users should check 
the Reply To address to make sure it also 
appears legitimate.

Ensure: This is perhaps the most important 
step of all. If the user has any doubt of the 
email’s authenticity, they should take steps 
to verify the message using another form of 
communication (e.g., phone, text, or face-to-
face) before proceeding.

Naturally, if any of the steps above lead a 
user to believe something may be wrong, 
they should report it immediately. Even 
targeted BEC scams are often sent to 
multiple users at once, so if one of those 
users recognizes the email as malicious and 
reports it- and you respond quickly- you can 
protect the organization by identifying and 
removing similar emails.

Of course, one of the most difficult things 
about protecting against BEC scams is that 
they typically don’t include attachments or 
URLs. That immediately devalues two of the 
five PAUSE steps and makes mistakes more 
likely. 
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How to Identify BEC Attacks

Training users to identify BEC scams doesn’t 
have to be hard. There are plenty of indicators 
that could help a user identify a potential BEC 
scam. To keep things simple, we like to focus on 
the big six.

Abnormal Senders
While not all BEC scams can be identified by 
the sender’s address (remember, some use 
real account takeover), most attacks aren’t very 
sophisticated. For the most part, BEC scammers 
use simple impersonation techniques like 
typosquatting and email address spoofing, both 
of which can be identified by a careful user.
To identify abnormal senders, users should check 
the From and Reply To addresses. That way, even 
if the scammer has made an effort to spoof or 
typosquat, the user should be able to identify the 
email as malicious.

Generic or Vague Lead-Ins
Most BEC scammers don’t jump right in with 
a request for funds. Why? Because if they are 
caught in the act it can disrupt their operations.
In the past, BEC scammers often included their 
bank details in the first email. 

But when organizations started to get wise to 
BEC scams, they began reporting those details 
to the scammer’s bank and the account got 
shut down. Thispotentially cost the scammer 
money if they had funds left in the account and 
also forced them to spend time opening a new 
account.

So instead, modern BEC scams typically open 
with a simple but vague email.

Once the email has been sent to one or more 
potential victims, the scammer sits back and 
waits. As soon as somebody engages with 
them by replying, they move on to stage two: 
requesting the transfer.

These vague initial emails are a big giveaway 
that something might be wrong. After all, 
somebody who was genuinely in a hurry would 
most likely provide all of the necessary details in 
their first email.

Sense of Urgency
BEC scammers rely heavily on instilling a sense 
of urgency in their victims. You can see it in 
almost every BEC email. This urgency is another 
big clue that something could be wrong. If the 
recipient takes the time to ask questions, BEC 
scams start to fall apart very quickly.

Attempts to Control the Communication Method
Often, the recipient of a BEC email will have 
several different ways to contact the individual 
being impersonated. To prevent this from 
happening, BEC scammers must control which 
channels get used.

They’ll say things like: I’m in a meeting so I can’t 
answer the phone. Let’s stick to email. Or I can’t 
speak on the phone right now, but send me your 
number and I’ll text you. Again, these attempts 
to limit communication options are a big clue 
that you’re dealing with a scammer.

Atypical Requests
How often do CEOs contact staff directly to ask 
for large wire transfers? Not often, right? And it’s 
even less likely that they would ask for gift cards 
or W-2 numbers. Nonetheless, these scams have 
proven highly effective year after year because 
they utilize a variety of difficult-to-resist social 
engineering techniques.

What you need to instill in your users is that 
unusual requests are unusual for a reason and 
that they should take steps to verify such a 
request before actioning it.

Sensitive Subject Matter
BEC scams are used for a purpose: to steal 
money, extract sensitive information, or gain 
unauthorized access. In all of these cases, the 
scammer will have to come out and say what 
they want.

The action step here is simple. If a user is asked 
for something sensitive, they shouldn’t take it on 
faith that the request is legitimate. Established 
procedures should be followed at all times, and if 
anything seems unusual, further steps should be 
taken to verify the request.
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BEC attacks are based on impersonation of a specific individual 
to exploit an existing business relationship (e.g., the relationship 
between a user and their boss).

BEC scams are highly effective because they utilize a combination 
of social engineering tactics, including the creation of a sense of 
urgency and emotional engagement.

Business Email Compromise (BEC) is the most costly form of 
phishing. In recent years, it has cost organizations around the world 
approximately $26.2 billion.

Key Takeaways

BEC attacks are a personalized, targeted form of phishing that uses 
email-based social engineering tactics to:
• Steal money via fraudulent wire transfers or gift cards
• Obtain sensitive information
• Gain unauthorized access to a target network

While security technology is a vital part of any cybersecurity program, 
they do little to protect organizations against BEC attacks.

Training users to report lures will protect an organization. Combined 
with email incident response, orgs will gain faster mitigation and the 
removal of threats that may be targeting other users.

Other sensible precautions against BEC attacks include:
• Limit the ability to send wire transfers or access PII
• Have strong procedures in place and run drills on them
• Take advantage of technology where possible (e.g., data 

exfiltration detection)
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PhishLabs partners with enterprises to protect against cyber threats that exploit their 
employees, customers, and brands. With services that address phishing attacks across 
email, social media, web, mobile, and SMS channels, PhishLabs reduces the risk posed by 
the broad range of threats that use phishing techniques. Top enterprises rely on PhishLabs 
to protect against stolen credentials, malware, brand abuse, and online fraud.

To learn more, visit www.phishlabs.com.

Follow us on Twitter @phishlabs and LinkedIn at linkedin.com/company/phishlabs.


